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l. Concept of Smart Ship

| Definition of Smart Ship

@ A next-generation digital ship that enables autonomous operation,
economic operation, and safe operation by applying cutting-edge Smart Ship
information technology to ships built based on information and
communication technology (ICT).

Smart vessel that utilizes information and communication technology
(ICT) to operate easily and safely at minimum cost

| Concept of Smart Ship

@ Vessel capable of monitoring in-ship/exterior information and operation
information

@ Vessels capable of safe cargo transport and tracking

Comprehensive technology that applies
(3®) Vessels that are easy to repair and maintain -> Ships that can be advanced equipment and ICT to ships of
operated economically

meaning

@ Vessels that can be controlled and controlled remotely (on land) while
satisfying tightened environmental regulations

@ (Future-Final Goal) Future ships capable of autonomous operation



l. Concept of Smart Ship

| Development of Smart Ship
Volume of Cargo

Safety‘ Automatio

= Conventional
Ship
(~ Early 2000)

m

Ref. : ISTOCK

Eco Ship
(2012~2017)

Environment

Ref. : Japan Marine United Corporation
W‘_ -

Information &
Communication e £ ONGL . , E
Technology e

to the ship Unmanned

Ship S
(2030~)

Ref. : Rolls-Royce

Refer : Korean Maritime Institute



l. Concept of Smart Ship

| Core Technology of Smart Ship

Remote Control ][ Monitoring

)
Marine Env,

= Wave, Current = Equip Status

=Vessel Info = Failure Prediction
*CCTV info Info.

= Location / Direction / Speed
= Hull Stress & Motion
= Engine & Component Conditions

Connected Smart Ship

Safe ][ Economy ]( Asset

Economical Navigation Emission control




l. Concept of Smart Ship

| Future of Smart Ship

Smart Ship

9
Lhent)

Comprehensive technology that applies
advanced equipment and ICT to ships of
meaning

Refer : Korea Autonomous Surface Ship Project

Partial Autonomous Ship

Integrating 10T, platform, and control
technology into existing ships The system
replaces the role the crew was playing
Vessels that can be operated with only
minimum crew

Fully Autonomous Ship

Fully autonomous operation that can be
operated without human intervention
Ship



l. Concept of Smart Ship

| Smart Ship from Class

ABS

[Guidance]

DNV
[Guideline]

ClassNK
[Guideline]

Korean Register
[Guidance]

Smart Functions for Marine Vessels
and Offshore Units
(3rd Edit 2020)

Smart ship
— descriptive notation
(DNVGL-CG-0508, 2018)

Digital Smart Ships
(1st Edit 2020)

Guidance for Smart System
(2024)

YABS

GUIDE FOR

SMART FUNCTIONS FOR MARINE VESSELS AND
OFFSHORE UNITS

JULY 2020

DNV-GL

CLASS GUIDELINE

DNVGL-CG-0508 Edition November 2018

Smartship - descriptive notation

August 2020

ClassNK

Guidelines for Digital Smart Ships
[First Edition]
[English]

KOREAN REGISTER

2024

Guidance for
Smart Systems

SMART(XX, YY, etc,)

Smartship(XX, YY, etc,)

DSS(XX, YY, etc,)

Smart(XX, YY, etc)
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Il. International trends in maritime cybersecurity

| Analysis for cyber incidents in maritime domain

* Since 2000, more than 142 cyber incidents was reported in the maritime domain

[Shipping Company]
Ransomware 21 cases

Phishing 8 cases

* Malware 7 cases

* Hacking 5 cases

.

Ref : MCAD Maritime Cyber Attack Database https://maritimecybersecurity.nl/

Other cyber attacks 3 cases

[Port Facility]
Ransomware 9 cases
DDoS Attack 8 cases
Hacking 4 cases

Other cyber attacks 3 cases

18% (26)

Shipping Ship
Company 25% (36)
31% (44)

Cyber

Incidents

Port Others
(Shipyard, etc.)
25% (36)

[Ship]
« Spoofing 15 cases
* Ransomware 4 cases
* Jamming 8 cases
* Hacking 3 cases

« Other cyber attack 3 cases

[Shipyards, etc.]
* Ransomware 12 cases
+ Malware 7 cases
+ DDoS attack 3 cases
« Other cyber attacks 7 cases



Il. International trends in maritime cybersecurity

| Since 2017, International regulations on ship cyber security have been strengthen

1. IMO and Administrations 2. Shipping Association

Y% %Y, 2017 MSC-FAL.1/Circ.3 - GUIDELINES ON MARITIME CYBER RISK
H MANAGEMENT.
= * Include UR E26 rev.1 and E27 Rev.1 at MSC 108 & BIMCO
2017 Res. MSC.428(98)" - MARITIME CYBER RISK MANAGEMENT
IN SAFETY MANAGEMENT SYSTEMS.
* Mandatory for more than 24 flag states (USCG, Marshall

Island, Singapore, Australia, Cyprus, Vanuatu, etc.)

2016 Guidelines on Cyber Security Onboard Ships

/'ﬂ_-ﬁ'.'q.—

2020 4™ Version of Guidelines on Cyber Security Onboard Ships

0’ de
:‘ > 2020 USCG CVC-WI-027(1) - Vessel Cyber Risk Management TN sd 2019 Implementation Guide for Cyber Security on Vessels v1.0.
ﬂ-’g‘,)& Work Instruction O
3. Shippers Association 4. Classification Societies

— 2017 TMSA 3 13 Maritime Security 1.2,2.3,2.4,3.2 and 4.5
w 2018 SIRE VIQ 7 7 Cyber Security 7.14, 15, 16 and 17

o 2022 SIRE 2.0 7.5 Cyber Security

2020 Rec.166 — Recommendation on Cyber Resilience
IACS 2020 Rec.171 - Recommendation on incorporating cyber risk

management into Safety Management Systems

( 2017 Inspection and Assessment Report for Dry Cargo Ships/ 2022 UR E26 — Cyber Resilience of Ships
4.7 Cybersecurity UR E27 - Cyber Resilience of on-board systems and equipment
2021 Inspection Ship Questionnaire (RISQ) /12 Security 12.2,12.7 and 12.8 2023 UR E26 Rev.1 & E27 Rev.1 : Mandatory for SOLAS ships

contracted for construction on and after 1 July 2024

IMO : International Maritime Organization BIMCO : Baltic and International Maritime Council, DCSA : Digital Container Shipping Association,
IACS : International Association of Classification Societies OCIMF : The Oil Company International Marine Forum USCG : US Coast Guard



Il. International trends in maritime cybersecurity

¢ v

° L . . f//(x:\xﬁ\\i‘
IMO : International Maritime Organization V\:\té’:g,ﬁ
N i

MSC-FAL1/Circ.3 — Guidelines on Maritime Cyber Risk Management

» Urgent need to raise awareness on cyber risk threats and vulnerabilities
* High-level recommendations on maritime cyber risk management to safeguard shipping from current and emerging
cyber threats and vulnerabilities

« Five Functional elements that support effective cyber risk management.

Resolution 428(98)

The resolution encourages administrations to ensure that cyber risks are appropriately addressed in existing safety
management systems (as defined in the ISM Code) no later than the first annual verification of the company's
Document of Compliance after 1 January 2021.

IMO continues to express interest in cyber risk management for ships. Currently, resolution MSC.428(98) is
recommended as non-mandatory by each flag state, but it is highly likely that it will develop into a mandatory
requirement in the future. Currently, it is a mandatory requirement in the United States, Marshall Island, Singapore,
Australia, Cyprus, and Vanuatu.



Il. International trends in maritime cybersecurity

/o250

. o e o . SR
IMO : International Maritime Organization {t2y)

)y

(Goal) To support safe and secure shipping, which is operationally resilient to cyber risks

*Define personnel roles and responsibilities for cyber risk management and identify the systems, assets,

Identification data and capabilities that, when disrupted, pose risks to ship operations
Protect «Implement risk control processes and measures, and contingency planning to protect against a cyber-
rotec event and ensure continuity of shipping operations
Detect *Develop and implement activities necessary to detect a cyber-event in a timely manner
R d *Develop and implement activities and plans to provide resilience and to restore systems necessary for
€spon shipping operations or services impaired due to a cyber-event
Recover *Identify measures to back-up and restore cyber systems necessary for shipping operations impacted by a

cyber-event



Il. International trends in maritime cybersecurity

| IACS Requirements for cyber resilience

¢ |ACS Unified Requirements(URs)
= UR E26 rev.1: Cyber Resilience of Ships

= UR E27 rev.1: Cyber Resilience of Systems

e Applied ships

= Cargo ships of S00GT and upwards engagded in international voyages,

which contracts for newbuilding on or after 1 July 2024

¢ Organization of URs and stakeholders

JACS

International
Association of
Classification
Societies

E2T
[

Cybar resilience of on-board systams and
! equipment

E26

“1
el

Cyber resilience of ships

1. Inbedecies
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Suppliers

UR E27 rev.1  Cyber security functions for systems Newbuilding
UR E26 rev.1  Design, integration and testing for cyber resilience of ships Newbuilding

UR E26 rev.1  Management and operation of cyber resilience of ships Operation

Shipyards*

Shipowner

* Shipyards may delegate the role of cyber resilience design, integration, and testing to external systems integrators.




Il. International trends in maritime cybersecurity

Concept of Implementation on Ship Cyber Resilience

Administrative

Security

Cyber Security
Management System

* Policy and Procedure

* Cyber Risk Management
* Organization and R&R

* CIRP and Recovery Plan
* Internal Audit

YT

Training and
Awareness

* Awareness Training
* Posters for crew awareness

* Sharing the cyber threat
issues

WARNING

RESTRICTED AREA
AUTHORISED
PERSONNEL ONLY

Physical
Security

Controlled Area

* Access control system

* Access monitoring (CCTV)

* Control of Visitors

* Control of Portable Devices

* Locking Device
* Warning plate
* Secured Cable Installation

=
O

—

(©

| S

()

Q.
O

Technical

Security

* Network Access control
* Network Monitoring

* Firewall, IDS, VPN

* DoS protection

* System Access control
* Malware protection £ B SE:

* Patch Management 5= =
* External port control Application Software

* Access Control
* Auditing

* Encryption

* Authentication

* Access control
* Secure coding
* Software update management

Shipyard

System
Suppliers

Newbuilding




Il. International trends in maritime cybersecurity

| Framework of Cyber Resilience of Ships

UR E26

Requirements

Respond

Protect
(4.2)

I Detect °
(4.3) .

Inventory of CBSs and networks onboard Document
Securnty zone I
Network protection safeguards I
Antivirus, antimalware, antispam and other protections from malicious code [
Access control I
Wireless commmunication Network design |
Remote access control and communication with untrusted networks and

Use of Mobile and Portable Devices item conﬁgurationI
________________________ |
Network operation monitoring Install solution ,

Diagnostic functions of CBS and networks (NMS & SIEM)

el ™ ™ ™ ™ ™ ™ ™ wal™ ™ ™ ™ ™ ™ ™ ™ ™ ™ ™ ™ ™ el ™ ™ el el ™ ™

Inadent response plan

Local, independent and/or manual operation
Network isolation

Fallback to a minimal risk condition

Recovery plan
Backup and restore capability
Controlled shutdown, reset, roll-back and restart

Document,
set up system
configuration



Il. International trends in maritime cybersecurity

1 UR E26 rev.1 : Cyber Resilience of Ships

Systems integrator Shipowner
No. Document (E26)
Design Construction Commissioning Operation 1t AS AS 1
1 Approved supplier documentation Maintain Maintain Maintain
2 Zones and conduit diagram Submit Maintain Maintain Maintain
3 Cyber security design description Submit Maintain Maintain Maintain
4 Vessel asset inventory Submit Maintain Maintain Maintain
5 Risk assessment for the exclusion of CBSs Submit Maintain Maintain Maintain
G Description of compensating countermeasures Submit Maintain Maintain Maintain
T Ship cyber resilience test procedure Submit Demaonstrate Maintain Demonstrate
Ship cyber security and resilience program
- Management of change (MoC)
- Management of software updates
- Management of firewalls
- Management of malware protection
- Management of access control
8 - Management of confidential information Maintain Submit Demonstrate
- Management of remote access
- Management of mobile and portable devices
- Detection of security anomalies
- Verification of security functions
- Incident response plans
- Recovery plans
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lll. Cybersecurity in Smart Ship

System Design and
Type Approval

Type Approval of Security functions for OT* Systems
e Security function requirements: IACS UR E27 rev.1 Sec.4

¢ Implement basic 30 Security functions
* (e.g.) ID & Password, Malware Protection, Use control for portable devices, System backup, system recovery, etc.

¢ Implement additional 11 Security functions in case of remote connection use
* (e.g.) Multifactor Authentication, Limit the number of login attempts, secure communication, etc.

* OT: Operational Technology

=:ATINET. = -
0 g X
Authentication Required e B o | | | S O - G
; a . e 2]
Please enter your credentials to continue. 9 1o - o=~ | [ NG e O 2 0209000 =
o v s [Ny
Usamame: [ -t
Password: é o
Cote "
@ O Rachep setings ]
C IS (I S~

[ID and password authentication] [Anti-virus program] [Installation of USB Port Blocker] [System backup function]



lll. Cybersecurity in Smart Ship

and Integration
Identify OT systems in the scope (1/3)

¢ ldentify essential OT systems to be managed in the scope of cyber resilience

e Development of Vessel Asset Inventory
= List of OT systems onboard in the scope
= Hardware and software information, network devices and security devices(Firewall, IDS, etc)

Asset List

Exampls aszet list which can be papulated with a list of crtica assets including type (hardwara/sofware), ownar (shore), custedian (on vessel) and crticality based on existing impact assessments
within the SMS.

Type/Description Custodian Location Date of Last Cheeck Criticality

Dell Inspiron 17
Laptop Hardware Windows 10 1 Doe A Smith Bridge 01/11/2019

(Ve IS I e B =g TV SR )

[
=]

[Example of Vessel Asset Inventory]



lll. Cybersecurity in Smart Ship

Ship Design
and Integration

Network Segmentation and Safeguard (2/3)

e Step 1: Define security zones for protection
* (e.qg.) Machinery control system zone, navigation and communication zone, safety zone, DMZ zone, etc.
e Step 2: Network segmentation based on security zones

e Step 3: Implement safeguards such as firewalls and DoS protection

FI‘ ] =
hd shore Duts Cestar i [t ol e T = o
= - [

Security Zones




lll. Cybersecurity in Smart Ship

Ship Design
and Integration
Network Monitoring System (3/3)

e Monitor and alarms any malfunction or abnormal condition in network system
e Network system: Firewall, Router, Switch(Managed)

Q Ship Network and Security Monitoring System & [
R e , E 2 &
N\ ) : Bl svsloe 3@ ) o7
@ PS FirewalL

SNMP

E >3 T r o
o8 .
H S & 8
= Router Switch NW Server
Maritime Cyber s (Rampm —®
. g =
Intelligence 5 § P ﬁ

AutoPilo Telegraj NW Server




lll. Cybersecurity in Smart Ship

Onboard Test

Onboard test for cyber resilience
e Carry out onboard test for cyber resilience of ship
e Examples of check points
= System inspection (Security configuration, SW update status, etc.)
= Network test (network segregation, network protection, network monitoring, etc)
= Access control test (Management of ID and Password, remote connection, control of exposed USB ports, etc)

Cogra Lommms Bywes ! Mavegetias & Cormrviron stton Syvime

[Test setup] [On-board test] [Test tool(e.g. Kali Linux)] [Network monitoring system]



lll. Cybersecurity in Smart Ship

e Cyber Incident Response Plan

e Recovery plans

[CSMS Policy]

Ship Operation

Establishment of Ship Cyber Security Management System (CSMS)

e Policy and Procedures for CSMS (i.e. Cyber Security and Resilience Programme(CSRP) in UR E26)
* Management Process for Ship Cyber Resilience (UR E26 rev.1)
* Cyber Risk Management Process (Covered by Res.MSC.428(98))
* QOrganization and R&R (Covered by Res.MSC.428(98))
= Crew awareness training (Covered by Res.MSC.428(98))

Cyber Security and Resilience Program
for MJV "Korean Register™

......

|
Chiof Cyber Socurity |, Communicat Ship Cyber Security Officer
_ Offeer (CS0) | SRR T TRy
| Suppoet

‘ 5 | | i Oy Sacuty Mamagee
| T
4 -J [ Physical «I
Socurity Offices || Secueity Offico el f ‘ ‘

[Organization for CSMS]

Cyber Security Officer |Cy30)

[CSMS Procedure]

ICIRP1

[Roles and Responsibility]



lll. Cybersecurity in Smart Ship

Ship Operation

Operation of Ship Cyber Security Management System (CSMS)
e Update of documents and manuals

= CSMS procedure, CIRP, Recovery Plan, etc. B =

e Ship Cyber Risk Management 1 EEEFE TEEE

= Cyber Risk Assessment in annual basis g | Sl

= Adopt mitigation controls for high cyber risks T T i - |

e Awareness Training
= Crew training plan and training record | EETEE
e Management of Changes of OT systems [Cyber Risk Assessment Report]
* SW update and HW changes
* Update Vessel Asset Inventory
e Network system management
* Firewall management, network monitoring status
e Patch update
* Update of Antivirus program or security patch

e Access control '
= Management of ID and Password for systems [RpURCOIRREEpragra] [installation of USB Port Blocker]

= Access control for Visitors
= Control of Mobile or Portable Device including USB media



lll. Cybersecurity in Smart Ship

Section 1 Smart Infrastructure

| Risk-based Cybersecurity Approach — Smart System 101. General

1. The purpose of smart infrastructure is to perform smart system functions through hardware and
software installed to implement smart system functions

CONTENTS 2. The smart infrastructure includes the necessary components to collect, manage and relay data.
3. The smart infrastructure shall be capable of collecting and storing information received from one or
CHAPTER 1 GENERAL wmorwessmsrimsimssamsimasssssmasmsssass s sssasssamssmsssssna sosmarons | MOore SOUTcE Systems.
SEEON 1 GEngral 1 4. The smart infrastructure shall meet the relevant requirements for data guality management in this
Sectlon 2 C|as$ Notatlons .............................................................................................. 2 gu|da|‘|ﬁa
CHAPTER 2 CLASSIFICATION SURVEYS wrovvmmmsmissmsmsssnssmsssssnisnsene 3 5. Electrical and electronic equipment on the bridge shall be installed so that electromagnetic interfer—
Section 1 Classification Surveys - 3 ence does not affect the proper function of navigational systems and equipment
CHAPTER 3 FUNCTIONAL REQUIREMENTS FOR SMART SYSTEMS v 6. Screen displays and indications installed on the bridge shall be installed s0 as not to obstruct the
SECHION 1 SMArt INfraSHIUGLUTE = 5 navigator's view even at night. (2024)
Section 2 Structural Health Monitoring(SHM) e 7
Section 3 Machi Health MonitofinglMHEB) - q . . . .
sction 3 Machinery Health Monitoring{MHM) 102. Configuration and functional requirements of smart systems
Section 4 Energy Efficiency Management(EEM) - 0

SECtion 5 INMEllIgEnt NAVIGATION ~ - 1 The infrastructure for implementing the functions of a smart system may include the tollowing contig—
urations and functions, but is not limited to

CHAPTER 4 SCALABLE TECHNOLOGY s 18 1. Sensor for smart system functions
i irtual THAAIELY <eveeeereseereeimees e s cenae ot ettt ) ) _
SGthOM Virtual Rea W(VR_) 13 {1} Internal and external data are received through sensors installed to implement smart system
SGCTIOH 2 Augmemed Fieallty{AR) .............................................................................. 13 functlons
(2} Hardware and software installed to interface with the on-board system shall have the following
functions:

(A) Data interface to support certain number and type of inputfoutput channels.

(B} Configurable and expandable input/output channels, in terms of number and type of chan-
nels.

(C) Connection to the data network and communication function when smart system function is
implemented.

(D) Time stamping and time synchronization for the data collected: and

(E) Maonitoring and alarming for data transmission



lll. Cybersecurity in Smart Ship

| Risk-based Cybersecurity Approach — Risk Assessment

Scope Determination

Communication System

- Starlink
- 6G Satellite

Smart Equipment

- Autonomous Navigation Control System
- Smart Safe Navigation System

- Smart Economic Navigation System

- Smart Eco-friendly navigation system

- Remote Vessel Navigation System




lll. Cybersecurity in Smart Ship

| Data-Driven Ship Operation in Smart ship

/ Shipping Company ™

/ Shipping Company ~ Digital Transformation
] = ( CEO

Personnel QANTY Enabled by: Personnel __ ] QAITY
Legal 1. New technologies Legal
2. Cenftralization T
) - 3. Connectivity
s"“p | J
Management 4. Smart ShlpS
\ Y/
L .

B hip Management
Performance
nagement

New Buiding Procurement Technical
Management

e
-

Fleet, Wanager 1

Smart Fleet

Technical management
Mainienance
Procurement

QHSE

Finance

Crawing

Docking

Yoyage & cargo planning
Port operations

External Service Providers
Wealher Emergency COEM Digital
Roufing Response Support Class

A. Traditional Ship Management Organization B. Data Driven Ship Management Organization

Ref. - DNV, Data driven ship management benefit cases



lll. Cybersecurity in Smart Ship

| Risk-based Cybersecurity Approach — Asset List Including Data & Data Flow

Onboard ship Shore

2.2, Alarm MONItOFiNg Sy ylam e e e m s o o ———— - - -
1 Port (of the Asset equipment) ENTERPRISE SYSTEM Z0NE S ZONE REMOTE ZONE | CNBOARD DATA CENTER
. Type Manuf g Maodel i . - ; ) CHBOARD DATA CENTE ‘
Mo Component Name e anufacturer ol Location ] USE LAN Serial CAN ; ] ’ \ ; :
1 SPOWS1 Operation Station HP ECC 2 2 - - //DGMS\ o c,m /{lw\ ( | /‘\ i
| wr 3 H i H H i
2 SPOWS2 Operation Station HP ECC 2 2 . - ‘ \19-7“ \ wiam‘g’mm LT NP \/ . | ( up,,c,. ‘
3 SPOWS3 Operation Station W C/E's RM z 2 . . § f \" ; ; | \\‘/ i
i P — with P ] ]
a SPOWSA Operation Station HP BCC 2 2 ; f_\/ P _“\. : -/ . m ; /_\ /\ / !
- —— - N h — i a ff o AL p—{ S T
P - i \_/ i ' \_/ \_/ '
0% ;
Mabhware Interface to Invtesrfacae I -
3 1P Add i i
o Corpopencrie — Subnet Mask | o otection Means | other Systems Method || Name Version u:;e;?:m
Professional or
1 SPOWS1 _ - - I Windows 10 | UL UL
Professional or
z SPOWS2 VDR Seral l. Windows 10 Higher Ve
Professional or |
3 SPOWS3 I windows 10 Highat Var
Prof ]
a SPOWSA N windows 10 ] ':;;‘:’:‘:"‘" CONTROL SYSTEM ZONE
T T : H |
Softvware Flrnmmeware e | Mithner - . |
NG, Ty [EE= il t Marve [ arslon ‘_:‘:.I:‘t“ Fiarne eralon .‘lll‘.llr:(" Accmas Control Mthod Scope of L2246 H / \ / j / EI |
H |
1 ST NSA A L " L o "® @/ : |
* /6162430 H
& SPOWSSE L NSA NSA L L o e IEC 150 i
s SPOWSS A A | A " L
a spowsa oA wn [ won .

iy 1
-

New Asset List : Including Data & Information Data Flow Diagram




lll. Cybersecurity in Smart Ship

| Data-Driven Ship, Data-Driven Treats

Hack through Hack through GSM
flaws in and Radio hacks,
ECDIS, Radar f:-:j:‘]:f” Als problems,
Hack th h software ship-ta-ship / Share Ship-to-Ship
B, ;:: rougl 5. updated channels flaws
phishing emails M
and infected

Customa/immigration
E-mal

Timekeeping Unprotected
npr

updates
Hack through
EDIFACT flaws,
. : e e == Bay planning = o I?allaﬂ
Eonad ¢ 3851 P e EDIFACT systems, flaws in bay
Entertainmant ] - I 2 P Hull / Balast system planning systems
WiF / wired { ¢ % y "

Hack through 7 S St W~ Unsegmented OT
fishing emails, / e \ y st

ioFi . ; HANDLING SYStems,
open Wi-Fi xX? ) insider attacks
networks ? A

CONTROL o/." | 3

Circuit TV
Frewall /Internat
ntercom Stations
Master Clock

Hack through misconfigured Public Address | Alerm
firewalls, unsegmented networks, fiemote Management of
unprotected USB-ports Shipboard Systems

Segrmentation of Davice

Image source : Reperion

Data-Driven
Ships

Voyage
Planning
M2

-

M \mi ’-:t.";
v J_/"

Mach‘inery
Maintenance

Energy Efficiency
Management

&
EEN BEN BEN NGNS BN BEN BN B BN BN BEN B GEN GEN BEN BN BN BN BN BN G GEe e e .



lll. Cybersecurity in Smart Ship

| Data-Driven Ship, Data-Driven Treats

Hack through
phishing emails
and infected
phones

E-mad
Entertainmeant
WiF/ Wired

Hack through
fishing emails,
open Wi-Fi

Hack through misconfigured
firewalls, unsegmented networks,
unprotected USB-ports

Image source : Reperion

Hack through
flaws in
ECDIS, Radar
software
updated

Unprotected
updates
systems

Closed Circuit TV
Frewall/ Internet
Intercom Stations
Master Clock

Public Address | Alarm
Remote Management of
Shipboard Systems
Segrmentation of Device

Hack through GSM
and Radio hacks,
AIS problems,
Ship-to-Ship
channels flaws

Hack through
EDIFACT flaws,
Bay planning unsegmented ballast
EDIFACT systems, flaws in bay
Hull / Balast system planning systems

° Unsegmented OT

HANDLING SYstems,
insider attacks

Data-Driven
Threats

Unauthorized Alteration
of Voyage Plans

N
“3\,

Theft of Sensitive Data
Vianagement




lll. Cybersecurity in Smart Ship

" Data-Driven Ship, Data-Driven Treats — Cyberattack Scenarios

Cthreat | Cause | Agent |

Consequence

Malware Remote update and maintenance Extermal Systemn malfunction ! network infection

Sannel Inuide

Wesee] Duis e -l" e "'1.
cTTTTTTTTTTTTTTTTTTYT :
. | H
i H i
[ | H
" 1 H
| i
- i
! ¥

|

Identify cyber threats

Hao. Top 10 2016 Top 10 2014
(old Mex)

1{3] | Social Enginesring and Phishing® Mzhwara Infaction wia Internes and Intranat

212 . Infiltration of Matware via Bermovable Media and External | Infiltration of Malware via Removable Media and External

Hardwarne Hardware

31 | Malware Infection via Internet and [ntrarst Social Erginessing

4[5 Imbrusion via Remote Access Humani Error and Ssbotage

5 (4] . Hurmian Errar and Sabatage Intrusicn via Rermate Aocess

§l6] | Control Components Connected to the Internet Control Companenits Connected to the Intemet

A | Technical Malfunctiens and Farce Majeurs Techrical Malfurctions and Force Majeiire

B9 Comipromising of Extraret and Cloud Companents Compromising of Smartphanes in the Production

Erwiranrent

a{1al | DDoS Attacks Compramising of Extranet and Clawd Componerits

10 (8) Comipromising of Smartphones in the Production (DV|Cat Attacks

Enuirenment

Ref. : B5| Industrial Control System Security — Top 10 Threats and Countermeasures 2016




lll. Cybersecurity in Smart Ship

| Data-Driven Ship,

Data-Driven Treats — Cyberattack Scenarios

MITRE ATT&CK summarizes cyber threat cases in the form of a kill chain

Rogue Domain
Controller

Virtualization/Sandbox
Evasion .,

. . . Privilege ) ) . ) Command and .
Initial Access Execution Persistence Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Control Exfiltration Impact
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| Smart Ship Cybersecurity Testbed

Smartship Cyber Security Testbed Operation
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| Smart Ship Cybersecurity Testbed
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| Smart Ship Cybersecurity Testbed
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Thank you

Contact
ADD + 36, Myeongji ocean city 9-ro, Gangseo-gu, Busan 46762 Republic of Korea

E-mail + kaemyoung@krs.co.kr



