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I.



A next-generation digital ship that enables autonomous operation, 
economic operation, and safe operation by applying cutting-edge 
information technology to ships built based on information and 
communication technology (ICT).

Smart vessel that utilizes information and communication technology 
(ICT) to operate easily and safely at minimum cost

Vessel capable of monitoring in-ship/exterior information and operation 
information

Vessels capable of safe cargo transport and tracking

Vessels that are easy to repair and maintain -> Ships that can be 
operated economically

Vessels that can be controlled and controlled remotely (on land) while 
satisfying tightened environmental regulations

(Future-Final Goal) Future ships capable of autonomous operation
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Refer : Korea Autonomous Surface Ship Project
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Smart Functions for Marine Vessels 

and Offshore Units

(3rd Edit 2020)

Smart ship

– descriptive notation

(DNVGL-CG-0508, 2018)

Digital Smart Ships

(1st Edit 2020)
Guidance for Smart System

(2024)

SMART(XX, YY, etc,) Smartship(XX, YY, etc,) DSS(XX, YY, etc,) Smart(XX, YY, etc)
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Ref : MCAD Maritime Cyber Attack Database https://maritimecybersecurity.nl/



IMO : International Maritime Organization                        BIMCO : Baltic and International Maritime Council, DCSA : Digital Container Shipping Association, 
IACS : International Association of Classification Societies    OCIMF : The Oil Company International Marine Forum USCG : US Coast Guard



IMO continues to express interest in cyber risk management for ships. Currently, resolution MSC.428(98) is
recommended as non-mandatory by each flag state, but it is highly likely that it will develop into a mandatory
requirement in the future. Currently, it is a mandatory requirement in the United States, Marshall Island, Singapore, 
Australia, Cyprus, and Vanuatu.



(Goal) To support safe and secure shipping, which is operationally resilient to cyber risks

Respond

Recover

Detect

Protect

•Define personnel roles and responsibilities for cyber risk management and identify the systems, assets, 
data and capabilities that, when disrupted, pose risks to ship operations

Identification

• Implement risk control processes and measures, and contingency planning to protect against a cyber-
event and ensure continuity of shipping operations

•Develop and implement activities necessary to detect a cyber-event in a timely manner

•Develop and implement activities and plans to provide resilience and to restore systems necessary for 
shipping operations or services impaired due to a cyber-event

• Identify measures to back-up and restore cyber systems necessary for shipping operations impacted by a 
cyber-event







• Inventory of CBSs and networks onboard

Requirements

• Security zone​
• Network protection safeguards​
• Antivirus, antimalware, antispam and other protections from malicious code​
• Access control​
• Wireless communication​
• Remote access control and communication with untrusted networks​
• Use of Mobile and Portable Devices

• Network operation monitoring​
• Diagnostic functions of CBS and networks

• Incident response plan​
• Local, independent and/or manual operation​
• Network isolation​
• Fallback to a minimal risk condition

• Recovery plan​
• Backup and restore capability​
• Controlled shutdown, reset, roll-back and restart

Document

Network design 
and

item configuration

Install solution
(NMS & SIEM)

Document,
set up system 
configuration





II.























New Asset List : Including Data & Information Data Flow Diagram









Threat scenarios used by APT 1 in its attack

MITRE ATT&CK summarizes cyber threat cases in the form of a kill chain



Threat Modeling Tool
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