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Since 2000, more than 140

cyber incidents in the maritime

sector have been reported,

including ships, ports,

and shipyards.

Ref. : NHL Stenden Univ. MCAD Maritime Cyber Attack Database

https://maritimecybersecurity.nl/



The world’s largest shipping

company, “Maersk,” suffered

damage from the ‘NotPetya’

ransomware attack. This resulted

in cargo processing delays at

APM terminals within the Maersk

group and 76 ports in the United

States, India, Spain, and the

Netherlands.

$300 million in losses

(Ransomeware)

2017

Starting from the Port of

Barcelona, a ransomware cyber

attack occurred in the same

manner to the Port of San Diego

in the United States in about two

weeks. It was reported that the

damage was at the level of

paralysis of the internal IT network,

but experts predicted that it would

have been accompanied by

damage to bail bonds.

Ransomware attack cases

2018

Switzerland's MSC and France's

CMA CGM both suffered malware

and ransomware attacks, and in

the case of France, 'Ragnar

Locker' ransomware attacked

MS's OS system.

The attack disrupted cargo

packing procedures and forced

the suspension of operations at

the container terminal, reported

Bloomberg.

2023

Ransomware attack casesRansomware attack cases



2017 MSC-FAL.1/Circ.3 - GUIDELINES ON MARITIME 

CYBER RISK MANAGEMENT.

2017 Res. MSC.428(98)* - MARITIME CYBER RISK 

MANAGEMENT IN SAFETY MANAGEMENT 

SYSTEMS.

* Over 23 flag states like USCG, Marshall Island, Singapore, Australia, 

Cyprus, Vanuatu require it as mandatory.

2020 USCG CVC-WI-027(1) - Vessel Cyber Risk Management 

Work Instruction 

1. IMO and Administrations

2016 Guidelines on Cyber Security Onboard Ships 

2017, 2018. 2nd and 3rd Version of Guidelines on Cyber Security 

Onboard Ships .

2020 4th Version of Guidelines on Cyber Security Onboard Ships

2019 Implementation Guide for Cyber Security on Vessels v1.0.

2. Shipping Association

2017 Inspection and Assessment Report for Dry Cargo Ships 4.7 

Cybersecurity

2021 Inspection Ship Questionnaire (RISQ) 12 Security 12.2, 12.7 

and 12.8

2017 TMSA 3 13 Maritime Security 1.2, 2.3, 2.4, 3.2 and 4.5

2018 SIRE VIQ 7 7 Cyber Security 7.14, 15, 16 and 17

2022 SIRE 2.0 7.5 Cyber Security

3. Shippers Association

2018 Cyber Security Rec.153~164 

2020 Rec.166 – Recommendation on Cyber Resilience

2022 UR E26 – Cyber Resilience of Ships 

UR E27 – Cyber Resilience of onboard systems and 

equipment

2024 Guidance for Cyber Resilience

4. Classification Societies

IMO : International Maritime Organization, USCG : US Coast Guard, BIMCO : Baltic and International Maritime Council, DCSA : Digital Container Shipping Association, OCIMF : Oil Companies International 

Marine Forum , IACS : International Association of Classification Societies





12 Security

12.2 Has a Ship Security Officer (SSO) been appointed and 

trained adequately to perform the duties of SSO and 

have all crew received security-related training and 

instructions?

12.7 Are cyber security policies and procedures being 

incorporated in the safety management system and 

was the cyber security management system 

evaluated and certified by Class?

12.8 Are measures in place for controlling the use of 

removable media such as USB memory sticks, CDs, 

DVDs, and diskettes on shipboard computers?
Effective date : 2021 2nd half year.



• Inventory of CBSs and networks onboard

• Security zone
• Network protection safeguards
• Antivirus, antimalware, antispam and other protections from malicious code
• Access control
• Wireless communication
• Remote access control and communication with untrusted networks

• Use of Mobile and Portable Devices

• Network operation monitoring
• Diagnostic functions of CBS and networks

• Incident response plan
• Local, independent and/or manual operation
• Network isolation
• Fallback to a minimal risk condition

• Recovery plan
• Backup and restore capability
• Controlled shutdown, reset, roll-back and restart

Document

Network design 
and

item configuration

Document,
set up system 
configuration



Certification Consulting Training Platform

• Ship Cyber Security 

Compliance Certification

• Company Cyber Security 

Compliance Certification

• Cyber Security Type 

Approval

• Computer-based System 

Conformity Certification

• Cyber Security Risk 

Assessment

• Establishment of Cyber 

Security Management 

System

• Ship Network Design

• Vulnerability Diagnosis and 

Penetration Test

• Customized Training 

Service

• Training Tools(USB, Pad)

• Web-based untact training 

platform

• Maritime Cyber 

Intelligence

• Security Management 

Platform for shipping 

company

• Security Management 

Platform for ships





Threat

 Causes or acts that may harm cyber assets 

 Un-authorized access, fire, theft, malware, 

ransomware, etc.

Asset

 All resources worth protecting

 Information, documents, software, 

personnel, services, etc. 

 Ship navigation system, ECDIS, IAS, etc.

Vulnerability

 Weaknesses of assets that result in losses due to threats 

 Easy passwords, unauthorized confidential documents, etc.

RISK = ASSET x VULNERABILITY x THREAT

Possibility to use external vulnerabilities to exploit vulnerabilities that exist within the asset

Cyber Security 

Protects intentional disruption, 

compromise, or exploitation of a computer 

network or control system by non-

authorized personnel.

Cyber Safety

protects accidental disruption of a 

computer network or control system by 

an owner, operator, other actor, or as 

an unintended consequence of a 

mishap within a connected cyber system.



ECDIS

Scenario 1. Malicious code downloaded to vessel due to unsafe website visits by crew.

Scenario 2. Infected by malicious code by opening a URL or attachment in the mail 

infected with malicious code from a port or shipping company

Scenario 3. Spread malware on the ship's network due to infected USB use by sailors.

1

2

3

Office IT 
system

Supply 
chain

Physical 
area

ICS
(Industry Control System)

VSAT, Inmarsat

AIS & ECDIS 
gatewaysECDIS

Ship network

USB, Tablet
Wifi, Bluetooth



MANUFACTURER

CYBER SECURITY TYPE 

APPROVAL

SHIPYARD

• RISK ASSESSMENT

• VULNERABILITY DIAGNOSIS

SHIP OWNER

• CYBER SECURITY POLICY

• PROCEDURE, TRAINING 

• RISK ASSESSMENT



Navigation System

Industrial Control System

Engine Control System





Refer : Korea Institute of Information Security and Cryptology, Artificial Intelligence for Autonomous Ship: Potential Cyber Threats and Security
(Yoo, Ji-Woon, 2022년)

http://doi.or.kr/10.PSN/ADPER9000309223


Definition of Goals, Systems, Operations

Hazard Identification

Cause and 

Frequency Analysis

Consequence 

Analysis

Risk Summation

Risk 

Controlled?

Options to decrease 

Frequencies

Options to mitigate 

Consequences

Cost Benefit Assessment

Reporting

NoNo

Yes

Scenario definition

FSA(Formal Safety Assessment) - IMO에서 개발한 선박 및 해양구조물과 같은 해양시스템을 위한 안전성평가 방
법론으로 인명, 해상환경 및 재산보호를 포함하여 해상의 안전향상을 기하기 위한, 리스크와 비용-이익평가를 사용한 조직
적이고 체계적인 안전평가 방법 (2001년 MSC 74차 회의에서 ‘FSA Guideline’ 채택)

위험도 (Risk)* = 빈도 (Frequency) X 결과 (Consequence)

*위험도는 단위 시간당 손실로 표현됨 (인명, 재산, 환경, 명성)





cyber risk management means the process of identifying, analysing, assessing, and communicating a 
cyber-related risk and accepting, avoiding, transferring, or mitigating it to an acceptable level, 
considering costs and benefits of actions taken to stakeholders. (refer : IMO MSC-FAL.1/Circ.3, 
Guidenlines on Maritime cyber risk management)

- Avoidance, 
- Acceptance
- Mitigation
- Transferring

Threat Vulnerability

.

Risk



Bow-Tie Method IEC 62443 3-2 ‘ICS Risk Assessment’

NIST SP 800-30 ‘Guide for Conducting Risk 
Assessments’

ISO 27005 ‘Information Security Risk Management’

Cyber Risk Assessment Methodology











Test Bed 
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