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|. Cyber Security in Maritime

Since 2000, more than 140

Cyber Incidents

TYPES

Ransomware 21 cases
Phishing 8 cases
Malware 7cases
Hacking 5 cases

Other cyber attack 3 cases

cyber incidents in the maritime

sector have been reported,
Including ships, ports,

and shipyards.

TYPES
Ransomware 9 cases
DDOS 8 cases
Hacking 4 cases

Other cyber attack 5 cases

Shipping
Company
(44)

Cyber

incident

Port Others
Facility (Shipyard, et
(26) (36)

TYPES

Spoofing 15 cases
Ransomware 4 cases
Jamming 8 cases
Hacking 3 cases

Other cyber attack 6 cases

TYPES

Ransomware 12 cases
Malware 7 cases
Hacking 7 cases
DDOS 3 cases

Other cyber attack 7 cases

Ref. : NHL Stenden Univ. MCAD Maritime Cyber Attack Database

https://maritimecybersecurity.nl/



2017

$300 million in losses
(Ransomeware)

»

g

The world’s largest shipping
company, “Maersk,”  suffered
damage from the ‘NotPetya’

ransomware attack. This resulted
in cargo processing delays at
APM terminals within the Maersk
group and 76 ports in the United
States, India, Spain, and the
Netherlands.
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Ransomware attack cases

Ransomware attack cases

= 2023

Starting from the Port of
Barcelona, a ransomware cyber
attack occurred in the same
manner to the Port of San Diego
in the United States in about two
weeks. It was reported that the
damage was at the level of
paralysis of the internal IT network,
but experts predicted that it would
have been accompanied by
damage to bail bonds.

Switzerland's MSC and France's
CMA CGM both suffered malware
and ransomware attacks, and in
the case of France, 'Ragnar
Locker' ransomware attacked
MS's OS system.

Ransomware attack cases

Cyber-ransom attack hits Japan's Nagoya port

Beef Central, July 10, 2023 I

Nagoya is Japan's largest port. Photo: Port of Nagoya

The attack disrupted cargo
packing procedures and forced
the suspension of operations at
the container terminal, reported

Bloomberg
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1. IMO and Administrations 2. Shipping Association
\‘j‘f%@ﬂ‘c\l& 2017 MSC-FAL 1/Circ.3 - GUIDELINES ON MARITIME 2016 Guidelines on Cyber Security Onboard Ships
&\%ﬂy CYBER RISK MANAGEMENT. (- LIV 2017, 2018. 2nd and 3 Version of Guidelines on Cyber Security
2017 Res. MSC.428(98)* - MARITIME CYBER RISK Onboard Ships .
MANAGEMENT IN SAFETY MANAGEMENT 2020 4" Version of Guidelines on Cyber Security Onboard Ships
SYSTEMS.
* OvergsiilegistatesIIkalUSCEIMaRlall Islagd, Singapore, Australia, Ry 2019 Implementation Guide for Cyber Security on Vessels v1.0.
Cyprus, Vanuatu require it as mandatory. t:"',":, desa

Al

[P

2020 USCG CVC-WI-027(1) - Vessel Cyber Risk Management

€5 CO
949 ’ﬂR
%ME
‘ X5 ’

Work Instruction

3. Shippers Association 4. Classification Societies
=———— 2017 TMSA 3 13 Maritime Security 1.2, 2.3,2.4,32and 4.5 2018 Cyber Security Rec.153-164
% 2018 SIREVIQ 77 Cyber Security 7.14,15, 16 and 17 IAcs 2020 Rec.166 — Recommendation on Cyber Resilience

2022 SIRE 2.0/7:5 Cyber Secliiity 2022 UR E26 — Cyber Resilience of Ships

. . UR E27 — Cyber Resilience of onboard systems and
2017 Inspection and Assessment Report for Dry Cargo Ships 4.7
equipment

Cybersecurity ’m
2021 Inspection Ship Questionnaire (RISQ) 12 Security 12.2, 12.7 2024 Guidance for Cyber Resilience

and 12.8

IMO : International Maritime Organization, USCG : US Coast Guard, BIMCO : Baltic and International Maritime Council, DCSA : Digital Container Shipping Association, OCIMF : Oil Companies International
Marine Forum , IACS : International Association of Classification Societies
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THE GUIDELINES ON M) IDENTIFY”

CYBER SECURITY ONBOARD SHIPS [

PROTECT
risk control measures

I15M Code: 3.2
This publcation: 1.1
Update the safisty and envirc | Annex 1

IEM Code:1.2.22
This publication: 2, 3, 4, 5 and

The full scope of risk contral by the
a izk assessment, taking into accourt the information provided in these guidelines.

At 3 basefine, the should be a risk assessment is

adsmakos ks kesass ssaslis of Sha sesbalanl a2 ssd sl aasieas okl aksdd ke

DETECT

protectian palicy ta indude | e all identified risks to
reference to the risk posed b | personnel and the environm

unmitigated cyber risks. establish appropriste safeg
Develop and implement activities necessary to detect a cyber-event in a timely manner
Action Remarks
I5M Codde 9.1 RESPOND
15M Code: 3.3 This publication: 1.5
This publication: 1.1 Update procedures for reparting [ llEEELL impltt‘nem activities and plans to provide Ifesllience and to restore systems
Update the responbility an T e necessary for shipping operations and/or services impaired due to a cyber-event
autharity infarmation provid hazardows situations to include Action Remarks
£ reports relating to cyber inciden
:h' SM;::‘:M;;E;;W " 15M Code: 3.3 An appraved SMS should already be supparted by adequate rescurces t suppart the DPA.
anmd e ity for Cyteet rick This publication: 10.1 Hawever, the incorparation of CRM into the SMIS should require that this resaurcing inchudes
management [CRM). Ensure that ade
shore-based su
to suppart the
he lass of criti - ]
the lass of criti pping operation
I5M Code: .5 Action Remarks
This nubllc.ah:m: 3 I5M Code: 10.4 An approved SMS shauld already include plu:edl.es Fnt maintaining and testing back-up
LUising existing company proc far!lupb-uald

This pubication: 10.3
Inchede creation and maintenance

ing this, it may not address procedures

identify any training which far maintaining and staring offfine I:adwps for data and systems required for the safe

n:,:bﬂrmirfd n;rsw::ﬂ. where there of backeups into the shig's aperation of the ship and protection of the environment.
Produced and supported by :“:.:;‘m:;f‘l’:; A enable planned mainte | |SM Code: 92| onal masntense routine. | A SMS, whith incorporates CRM, should include procedures far:
BIMCO, Chamber of Shipping of America, Digital Containership Association, International Association of Dry Cargo e - thewse of n - | This i B checking back-up armangements for critical systems, if not covered by existing procedures
Shipowners (INTERCARGO), InterManager, International Association of Independent Tanker Owners (INTERTANKO), uncentrolled data flow: Update proced: B checking altemative mades of operation for critical systems, if not covered by existing
International Chamber of Shipping (ICS), International Union of Marine Insurance (IUMI), Oil Companies International media and desabling LIS implementing ¢ procedures :
A (g, ZR A T P
Marine Forum (OCIMF), Superyacht Builders Association {Sybass) and World Shipping Council (WSC) ;:nmld irﬂu’;uﬂ:m ::,I:.:::S:T B cresting or i, bivek-ups, inchuding clean inges for OT to enshie y from 8
S Lt standards for all autharia — cyber incident
‘:, A ;‘ dcsa CD INTERCARGO the allocation and use of | I5M Code: 10.3 B maintaining back-ups of data required for critical systems to operate safely
BIM 0 ooyl ey g i third partes. However | Tis pubScatior W offine storage of back-ups and clean images, if appropriate
OF AMERICA e the company. Update the spe B periodic testing of back-ups and back-up procedures.
. ing t
= - - . B Autit logs. Secusity bogs ¢ . ~
= == i ol . Nk = e gl and fested & Hoathp onarues, by & Conpasient pergcin
InterManager INTERTANKO P Camber ol Shipping AN o inchude procedures far B authorizing remote access, i necessary and apprapriate, 13 criicsl systers for software
o policies ad procedune o ather maintenance tasks. This should inchude authorizing aceess in general fincluding
Sl competent persannel 3 verification that service providers h; k
— 3 themsebees) and for each specific remote access session
3 - ed for the call
OCIMF YBA SS e-,ﬂ Copste. B preventing the application of software updates by service providers wsing uncontrolled or
e v e WORLD SHIPPING COUNCIL  Awareness and training. infected removable media
3 above. B pericsdic i ion of the i provided by ns ta operators and
1 Physical security. The phy confirmation of the accuracy of this information when critical systems are in a known
security messures addres i ) B -
Measures should be take: B contralled use of administrator privileges to limit software: maintenance tasks to
system network infrastru campetent persannel.
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RIGHTSHIP

RightShip Inspection Ship
Questionnaire (RISQ)

February 2021

Effective date : 2021 2" half year.

12 Security

12.2 Has a Ship Security Officer (SSO) been appointed and
trained adequately to perform the duties of SSO and
have all crew received security-related training and
instructions?

12.7 Are cyber security policies and procedures being
incorporated in the safety management system and
was the cyber security management system
evaluated and certified by Class?

12.8 Are measures in place for controlling the use of
removable media such as USB memory sticks, CDs,

DVDs, and diskettes on shipboard computers?
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i1 IACS UR 26(Cyber resilienceof ships) m = = = — — — — — & & & e e e e e e e - —

E26

(Apr 2022)

Cyber resilience of ships

1. Introduction

Interconnection of computer systems on ships, together with the widespread use onboard of
commercial-ofi-the-shelf (COTS) products, open the possibility for attacks to affect personnel

data, human safety, the safety of the ship, and threaten the marine environment.

Attackers may target any combination of people and technology to achieve their aim,
wherever there is a network connection or any other interface between onboard systems and
the external world. Safeguarding ships, and shipping in general, from current and emerging

threats involves a range of measures that are continually evolving.

It i then necessary to establish a common set of minimum functional and performance

criteria to deliver a ship that can indeed be described as cyber resilient.

IACS considers that minimum requirements applied consistently to the full threat suface

using a goal-based approach is necessary to make cyber resilient ships.

1.1 Structure of this UR

Table 1: Structure of this UR

1 Introduction
IPn;Irtt)ductory 2 Definitions
3 Goals and Crganization of Requirements
4 Requirements
4.1 Identify
4.2 Protect
4.3 Detect
) 4.4 Respond
Main Part 4.5 Recover
5 Test plan for performance evaluation and testing
5.1 During design and construction phases
5.2 Upon ship commissioning
5.3 During the operational Iife of the ship
6. Risk assessment for exclusion of CBS from the application of
Supplementary | requirements (required only when systems are excluded from
Part application of this UR)
Appendix: Summary of Acfions and Documents

; [
ey | Inventory of CBSs and networks onboard Document I
W O o
* Security zone I
» Network protection safeguards I
« Antivirus, antimaware, antispam and other protections from malicious code
Access control I
Wireless communication Network design |
* Remote access control and communication with untrusted networks and I
» Use of Mobile and Portable Devices item configurationl

» Network operation monitoring
» Diagnostic functions of CBS and networks

* Incident response plan
Local, independent and/or manual operation
Network isolation

* Falback to a minimal risk condition

* Recovery plan
» Backup and restore capability
» Controlled shutdown, reset, rol—back and restart

—————1

Document,
set up system
configuration
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Certification

» Ship Cyber Security
Compliance Certification
» Company Cyber Security
Compliance Certification

* Cyber Security Type
Approval
* Computer-based System

Conformity Certification

Consulting

(

@

* Cyber Security Risk
Assessment

» Establishment of Cyber
Security Management
System

» Ship Network Design

* Vulnerability Diagnosis and

Penetration Test

Trainin

a9
I G |

* Customized Training
Service

» Training Tools(USB, Pad)

* Web-based untact training

platform

» Maritime Cyber
Intelligence

» Security Management
Platform for shipping
company

+ Security Management

Platform for ships
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ll. Cyber Risk on Ships
What is Cyber Risk?

Vulnerability

. = Weaknesses of assets that result in losses due to threats
Cyber Security

Asset = Easy passwords, unauthorized confidential documents, etc.

Protects intentional disruption,

. o = All resources worth protecting
compromise, or exploitation of a computer

Threat

= Causes or acts that may harm cyber assets

= Information, documents, software,
network or control system by non-

personnel, services, etc.
authorized personnel.

= Ship navigation system, ECDIS, IAS, etc. = Un-authorized access, fire, theft, malware,

ransomware, etc.

Cyber Safety

protects accidental disruption of a

computer network or control system by

an owner, operator, other actor, or as

an unintended consequence of a

mishap within a connected cyber system. RISK = ASSET x VULNERABILITY x THREAT

Possibility to use external vulnerabilities to exploit vulnerabilities that exist within the asset




ll. Cyber Risk on Ships

Scenario 1. Malicious code downloaded to vessel due to unsafe website visits by crew.
Scenario 2. Infected by malicious code by opening a URL or attachment in the mail
infected with malicious code from a port or shipping company

Scenario 3. Spread malware on the ship's network due to infected USB use by sailors.

Office IT
, . system
VSAT, Inmarsat ” R Supply
’ - chain
J)
. Physical

4
AlS & ECDIS ’ area
gateways

USB, Tablet
Wifi, Bluetooth

ICS
(Industry Control System)



ll. Cyber Risk on Ships

EQUIPMENT /_}' =WB EXSITING
or SYSTEM ' | | SHIP

MANUFACTURER SHIPYARD SHIP OWNER
CYBER SECURITY TYPE * RISK ASSESSMENT
APPROVAL - VULNERABILITY DIAGNOSIS + CYBER SECURITY POLICY

+ PROCEDURE, TRAINING
* RISK ASSESSMENT



ll. Cyber Risk on Ships

I CPS(Cyber Physical System) on Ship

Navigation
Ship Network Charts/ECDIS
Customs/Immigration GNSS
E-mail Radar
Timekeeping Weather

v

Updates and
Remote Access

Crew Network
E-mail
Entertainment
WiFi/Wired

Network Backbone

Closed Circuit TV

Firewall/Internet Industrial Control Systems
Intercom Stations Cargo Handling

Master Clock Human-Machine Interface

Public Address/Alarm
Remote Management of
Shipboard Systems
Segmentation of Devices

Operational Technology
Propulsion/Steering
Sensors

Communications
AlS

GSM

Radio

Satellite link
Ship-to-Ship/Shore
VolP

Loading and Stability
Bay Planning

EDIFACT

Hull/Ballast System

Navigation System

l‘_ﬁnrrﬁ _-\—;p. ‘.1 -

Engine Control System
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ll. Cyber Risk on Ships

) . Autonomous Ship
Machine Learning
r’ = h i " ® “I r’ BgE §
ANN Al Threat Ship + ALl Security Risk Mitigation
i ; Decrease Detection i
Active Leaming Poisoning Situational Awareness Accuracy Sensor Data Integrity
Feature Learning Security Design.
- Evasi — »| | Process and Framework
\ . ) i Autonomous Navigaiton || A Cause Malfunction o
. — Al Model Stability
Deep Leaming Inversion
DNN . Autonomaous Moaoring Ship Collision IDS for Ship Network
CNN . - L A l'\.. A
VEMNN . =
Ship Information System
% -
Al Cyber Threat | Spoofing Jamming Dos Authentication | - - -
. Echo
AlS GNSS CCTV RADAR VDR LiDAR Sounder

Refer : Korea Institute of Information Security and Cryptology, Artificial Intelligence for Autonomous Ship: Potential Cyber Threats and Security
(Yoo, Ji-Woon, 2022H)



http://doi.or.kr/10.PSN/ADPER9000309223

ll. Cyber Risk on Ships

| Met 2| A3 W} AIXILI0{>(Risk Assessment Engineering)

FSA(Formal Safety Assessment) — IMOOIA] 7HEtSH AMEF S SHUTDXR S0} ZE2 SHUAAEIS 2|5t OFX AT 7| Bt
HEOE QI sfalt=td 3 MAMEDE ZSIY sHAQ| CHMEAMZ 7(6H7| st El*ﬂﬂ H|E-0
HMO|10 HAEQI oFMT™ T} Hit (2001 MSC 74X 2|20lA ‘FSA Guideline” XHEH)

L-L-O

Definition of Goals, Systems, Operations Hazard Accident Consequence Impact

v Hazard 1 Cone )
Hazard Identification ORSEQUENES L m—p
Hazard 2
v Consequence 2 mmp
Scenario definition Hazard 3 /
I T ——— "= Accident " Consequence 3 mmp

v v
Cause and Consequence ||
Frequency Analysis Analysis I Hesard N

v

Human (safety)

Consequence NVmmp

Risk Summation

Options to mitigate

Options to decrease
Consequences

Frequencies

QB (Risk)* = HIE (Frequency) X &1} (Consequence)

QB TR AIZHE &4E BHE (1T, T 2HE, EA)

Cost Benefit Assessment
\ 4
Reporting
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lll. Risk Assessment for Ship Cybersecurity

i Cyber Risk Management

cyber risk management means the process of identifying, analysing, assessing, and communicating a
cyber—related risk and accepting, avoiding, transferring, or mitigating it to an acceptable level,
considering costs and benefits of actions taken to stakeholders. (refer : IMO MSC-FAL.1/Circ.3,
Guidenlines on Maritime cyber risk management)

“4+o01= A »

Threat Vulnerability Risk

- Avoidance,
— Acceptance

— Mitigation
— Transferring




lll. Risk Assessment for Ship Cybersecurity

Cyber Risk Assessment Methodology

m

m

. Hazard: Dangerous
Software .

A SN

Threat: Intrusion
via Remote Access

Threat: Malware

=

=

Dual Authentication

users

Password lifetime
restrictions for human

Top Event:

Infection via
Internet and
Intramne

Threat:
Compromising of
Extranet and Cloud

Components

=

=

l
=

m
=

Security functionality
verification

Emergency Recover
Procedures

Consequence:
System is
unavailable

Critical System
Compromised

Targeted user social
engineering
assesments

Awareness training

m

m

i

Patch management

Obsolescence
management

=

=

Intrusion detection
system (IDS)

Remote session
temrination

m

m

=

" g

Backup procedures

Consequence:
Control is hijacked

Consequence :
System is

corrupted

@mwrlu iy
Network Q

Enterprise
Infmslmclure

\ Entarprae

W\ﬁ

S Web Senver

(Industrial/

Enterprise
DMZ

ﬁ-- -l

s e I[IIIIF%LG

Field Doviows

Bow— T|e Method

|IEC 62443 3-2

‘ICS Risk Assessment’

UOI}e}|NSUO) PUE UOIIEIIUNWIWIOD)

Assessment
Satisfactory

Context et
: Establishment
y

Risk Assessment

2

Risk Identification

Risk Analysis

Risk Evaluation

Treatment
Satisfactory

Risk Acceptance

M3Inay pue SulioHUOIA

2|23

Xk

o] £l8

A2 A

AYEYR ™2

L

HHord

Threat Threat
Source '"""’t"s Event

leellhood of
Charncfurkﬂc: Tnilialion 30‘1“9" ce of
(e.g., Capability, intent, and actions, activities,
T-mbrhjvw“ or scenarios

Vulnerability

with Severity
In the context of

Predisposing

Conditions

with
Pervasiveness

Security Controls
Planned / implemented

§l

Effectiveness

m Adverse
bl with Risk
ree
= as a combination of
Impact and Likelihood

ORGANIZATIONAL RISK
To organizational operations (mission,
funcions, image. reputation), organizational
assets, indwiduals, other organizations, and
the Nation.

ISO 27005 ‘Information Security Risk Management’

NIST SP 800—-30 ‘Guide for Conducting Risk
Assessments’
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A R i e o B o S i Ve 20 e o Syt

Data Flow Diagram

Cyber threat identification

Consequence

Malware Remote update and maintenance External System malfunction / network infection

Shore Center

|dentify cyber attack scenarios Risk analysis and improvement suggestions

No. Top 10 2016 Top 10 2014
(old Mew)
113 Social Enginearing and Phishing* Matwara Infaction wia Internet and Intranat
2H Infiltration of Matware via Remavable Media and External | Infiltration of Malware via Removable Media and External
Hardware Hardware
301) | Malware Infection via Internet and [ntranet Social Erginesring
405 Intrusion via Remote Access Human Error and Sabotage
5[4 | Human Errr and Sabatage Intrusion via Rermate Access
6l | Contred Components Connected to the Intermet Control Components Connected to the Internet
7| Technical Malfunctions and Force Majeure Techrical Malfurctions and Force Majeure
8(8) | Compromising of Extranet and Cloud C Campramising of % in the
Enviranment
9(20] | [DIDGS Attacks Campramising of Extranet and Cloud Components
wig) | isit 4 inthe Z (D)DaS Attacks
Envirenmart

Ref. : B51 Industrial Control System Security — Top 10 Threats and Countermeasures 2016

|l Mavinen e of o
poty/ u ety
N g LAERE
- wowtl i hesewlmeage  Seenen, v ol
B I gonsny
+ + : ‘o -—I
1) 4k vy seire
e g 104
2) by s I
CUH ) | Sohp Sk
G e somage, s of 1) ooy
.y o[- ] y e
Gomperwn || B Rt ‘ e
. ~' el dehen wa e e e |
rarey Dalipac Frotag 4 Pow et

1w e
el o i e
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lll. Risk Assessment for Ship Cybersecurity

Ship cyber attack scenarios and measures (e.g. remote maintenance)

« Verification of ship cyber risk management
framework

—— = -
,e —— =
— 4 - —
— 2,
e = 4—1 | — — - —

i |
i !

1 3

| Al . Outside Vessel Remote Zone

@ Enterprise Zone Control System Zone

. Maintenance Zone DMZ Zone
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Asset List (Critical System Identification)
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I
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PROJECT:
SONGA CYBER SECURITY TECHNICAL
CONSULTING

CYBER SECURITY

RISK ASSESSMENT REPORT
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KR-HSE-CSRA-RPT-007 (REV.01)

JUNE 2018
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€ The future ship network topology

o

4,2 1(Security Zone )

(I
CTums Than Teama Doma ) Commm  —=tw  Bridge Network
I R;‘éa' E::[;g’ Re‘i‘f’mr CAM | (Digital Bridge) .
i FEER - Navigation DS :‘_
l. I I L2 :
___________________ —_— F
L3 Switch
4,2, 30antivirus, antimalware, antispam and other
protections from malicious code)
|
,.-- ————————————————————————————————— -
ECR Propulsion 0% PMS 05  Machinery Elallastﬂs\
= = )

Zone? ’ji ’_'_'

Control NE‘t‘thrl'l

AT

4

] I

B

Fire &

Gas

Propulsion Power Bailer
Cuatrol Generation
“ v
‘--—----é-----—-----—--!--------—-----—ﬂ'
. — — —E == Engine RfM

Controller A @----

Process Network

A T ————— -
Y o o N
Controller B @ 1| s H
i I I Ma"agement ..I ...............................
Thruster VEDA | 1 Cunguller 1
| 1 1
= P P ;
( ) [ :
VFDB 1 | |
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=T P N

——

—— ——— -

4, 2.5(Wireless communication),
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